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Anuket





	Author:	LDPL - Laboratoire Départemental de Préhistoire du Lazaret


	Version:	0.6a, released 2012-XX-XX


	PyPI:	http://pypi.python.org/pypi/anuket


	License:	Expat license (MIT license)


	Docs:	http://anuket.readthedocs.org/


	Source:	https://github.com/lazaret/anuket (Git)


	Bugs:	https://github.com/lazaret/anuket/issues






Introduction

Anuket is an opiniated Python web framework based on Pyramid [http://pylonsproject.org/]. It is
intended to be used by other Pyramid applications as a base for common choices.

Choices done for you by Anuket:


	Pyramid [http://pylonsproject.org/]: Core web framework

	URLDispatch: Resources location mecanism

	SQLAlchemy [http://www.sqlalchemy.org/]: SQL toolkit and ORM

	FormEncode [http://www.formencode.org/]: Form validator

	Pyramid_simpleform [http://packages.python.org/pyramid_simpleform/]: Form generator

	Mako [http://www.makotemplates.org/]: Templating engine

	Twitter Bootstrap [http://twitter.github.com/bootstrap/]: Default templates



The project also integrate:


	Alembic [http://pypi.python.org/pypi/alembic]: Database migration tool for SQLAlchemy

	Babel [http://babel.edgewall.org/]: Internationalization and Localization tools

	Cracklib [http://pypi.python.org/pypi/cracklib]: Password checking library

	Cryptacular [http://pypi.python.org/pypi/cryptacular]: Password hashing framework






Usage

Anuket is writed so he can be extended by other Pyramid applications. Normaly,
it is not necessary to fork Anuket. Just use the extensibility mecanism. For
details please read the Pyramid documentation [http://pyramid.readthedocs.org/en/1.3-branch/narr/extending.html]

The main objective of Anuket, is to be used for database related
applications. We will use it at the Lazaret laboratory [http://lazaret.unice.fr/] mostly for filling
and quering relational databases with web forms. If your application is like
this, Anuket may be suited for you.




Warning

The developement is still at an early stage and other choices have to be
made before the 1.0 version. In particulary take care of the facts than:


	The database schema is subject to change

	WTForms may be choised over FormEncode and Pyramid_simpleform

	We may add a ‘plugin’ system to allow optional features






Alternatives

There are already other web frameworks and CMS based on Pyramid. Anuket have
take  inspiration from them but the choices made are sometime different. They
may be best suited to your needs. Have a look on Akhet [http://pypi.python.org/pypi/Akhet], Apex [http://thesoftwarestudio.com/apex/], Cone.app [http://pypi.python.org/pypi/cone.app],
Kotti [http://pypi.python.org/pypi/Kotti], Khufu [http://khufuproject.github.com/], Ptah [http://pypi.python.org/pypi/ptah], PyCK [http://pypi.python.org/pypi/PyCK], Pyrone [http://pypi.python.org/pypi/pyrone] and more.
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Install

This install process, explain how to install Anuket and how to quicky test it
in an isolated environemnt.


Prerequistes

Anuket need Python 2.7 to work. It is not tested yet for Python 3 but we
are planing to do so.

Anuket need the following Python packages to work :


	pyramid

	SQLAlchemy

	pyramid_beaker

	pyramid_debugtoolbar

	pyramid_exclog

	pyramid_simpleform

	pyramid_tm

	alembic

	Babel

	formencode

	cracklib

	cryptacular

	Mako



You can install Python and the packages prerequistes with your OS package
manager, from PyPI or directly from source.

Note: If you just want to play with Anuket and quicky see what he offer then we
advice you to read the Anuket tutorial bundled in the documentation.




Install Anuket from PyPI

You can simply install Anuket from PyPI by using pip or easy_install:

$ pip install anuket



or:

$ easy_install anuket



This will install Anuket and all the necessary Python packages dependencies.

Alternaly, if you fell more risky you can install the last development version
from the the Git repository:

$ git clone git@github.com:lazaret/anuket.git
$ cd anuket/
$ python setup.py develop



Keep in mind than the development version may not work perfectly!




Creating your application with Anuket

Anuket is not intended to be used alone. Anuket is intended to be used by other
Pyramid based aplication by exenting it. Please read the Anuket tutorial [http://anuket.readthedocs.org/en/latest/anuket_tutorial.html] and
the pyramid documentation to know how to do this.
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Tutorial

This tutorial will explain the course to create a simple Hello world
application with Anuket.


Introduction

Anuket is a python application based on the Pyramid [http://pylonsproject.org/] web framework. Anuket is
intended to provide features not bundled by Pyramid. The main features
provided by Anuket are:


	Twitter Bootstrap [http://twitter.github.com/bootstrap/] template

	Form management

	Flash messages

	Database based users & groups

	Database migrations

	Admin tools backend



The main objective of Anuket, is to be used for relational database driven
applications. For example, application with web forms, or wikis.

During this tutorial, we will create a very simple Hello world application.
You can browse the code of this example application in our Git repository:
https://github.com/lazaret/anuket-example




Install Anuket and the prerequistes

Anuket require the Python language (2.7 version), and a SQL database engine. In
this tutorial we will use SQLite.

For this tutorial we will asume than they are already installed on your
computer. If it’s not the case, please install them first.


Prepare the isolated environment

To avoid messing with your working Python environment during this tutorial, we
will create first an an isolated environment:

$ easy_install virtualenv
$ virtualenv --no-site-packages tutorial
$ source tutorial/bin/activate





This have:


	installed the virtualenv [http://www.virtualenv.org/] and pip [http://www.pip-installer.org/] packages

	activated the tutorial isolated environment



When you will have finished the tutorial, you can get rid of everything we done
by just deleting the /tutorial directory.




Install Anuket

You can simply install Anuket from PyPI by using pip, a Python packages
installer witch have been installed with virtualenv :

(tutorial)$ pip install anuket





This will install Anuket and all the required Python packages (Pyramid,
SQLAlchemy, Mako, alembic, etc.). You can display the list of all the
installed packages with pip:

(tutorial)$ pip freeze






Note

As today, Anuket require the cracklib module with serve to test the
security of the user password. If you have probelm during the install it’s
probably because you need to install the cracklib developement libraries.
(probably crackib-devel or libcrack2-dev depending on your OS)








Create the example application

Now we have a working environment with Anuket, Pyramid ans all the other
prerequistes installed. It’s time now to create ou example application.


Create the application

We need first to create a Pyramid application with the starter scafold:

(tutorial)$ pcreate -t starter anuket-example





This create a minimalistic Pyramid application with all the default files. We
will edit this file to create our example application. In a future release we
will add ou own anuket scafold to start with.




Configure the application

We need now to edit three files to tell the application to use Anuket as a
base:


	setup.py

	development.ini

	anuketexample/__init__.py



If your are lazy you can download them directly from
http://github.com/lazaret/anuket-example

First we need to tell to the setup.py file than anuket is a prerequiste
for our application:

	1
2
3

	requires = [
    'anuket',
    ]







Secondly we have to edit the development.ini file to add the options
required by Anyket:

	 1
 2
 3
 4
 5
 6
 7
 8
 9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34

	[app:main]
use = egg:anuket-example

pyramid.reload_templates = true
pyramid.debug_authorization = false
pyramid.debug_notfound = false
pyramid.debug_routematch = false
pyramid.default_locale_name = en
pyramid.available_languages = en fr
pyramid.includes =
    pyramid_debugtoolbar
    pyramid_tm

# mako template settings
mako.directories =
    anuket:templates
    anuketexample:templates
mako.module_directory = %(here)s/var/templates
mako.imports = from markupsafe import escape_silent
mako.default_filters = escape_silent

# pyramid_beaker settings
session.type = file
session.data_dir = %(here)s/var/sessions/data
session.lock_dir = %(here)s/var/sessions/lock
session.key = anuketkey
session.secret = anuketexamplesecret
session.timeout = 3600

# database connection string
sqlalchemy.url = sqlite:///%(here)s/anuket-example.db

anuket.backup_directory = %(here)s/var/backups
anuket.brand_name = Example







Most notabily we have setup this options:


	The SQLAlchemy database type and name

	The Mako template engine options

	The Beaker session options

	Anuket options



Finaly we need to tell imperatively to our application than we will use Anuket.
For this will have to edit the __init__.py file inside the
anuketexample directory.

	 1
 2
 3
 4
 5
 6
 7
 8
 9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47

	from pyramid.config import Configurator
from pyramid_beaker import session_factory_from_settings

from sqlalchemy import engine_from_config

import anuket
from anuket.models import DBSession
from anuket.models.rootfactory import RootFactory
from anuket.security import get_auth_user


def main(global_config, **settings):
    """ This function returns a Pyramid WSGI application.
    """
    # configure SQLAlchemy
    engine = engine_from_config(settings, 'sqlalchemy.')
    DBSession.configure(bind=engine)

    config = Configurator(settings=settings)
    # configure the root factory (used for Auth & Auth)
    root_factory = RootFactory
    config.set_root_factory(root_factory)
    # configure session
    session_factory = session_factory_from_settings(settings)
    config.set_session_factory(session_factory)
    # configure auth & auth
    config.include(anuket.add_authorization)
    # set an auth_user object
    config.set_request_property(get_auth_user, 'auth_user', reify=True)
    # configure subscribers
    config.include(anuket.subscribers)
    # configure static views
    config.include(anuket.add_static_views)
    # configure routes
    config.include(anuket.views.root)
    config.include(anuket.views.tools)
    config.include(anuket.views.user)
    from anuketexample import views
    config.include(views)
    # configure views
    config.scan('anuket')
    config.scan()

    config.add_translation_dirs('anuket:locale')
    config.set_locale_negotiator('anuket.lib.i18n.locale_negotiator')

    return config.make_wsgi_app()







In this file we have configured the database, the authentification, the
session, the routes, the view and even the translation system. And as you can
see, most of them comme from Anuket.




Initialize the application

We need now to initialize the database for our application. For this we will
use the initialize_anuket_db script.

(tutorial)$ initialize_anuket_db development.ini





The script read the sqlalchemy.url option and our database model, then create
the database, and finaly fill it with default values.

As we use SQLite the script have normaly created a anuket-example.db file witch
is our database.




Serve the application

At this point we have now a working application than we can serve:

(tutorial)$ pserve develpment.ini





You can access to the application with a web browser at http://0.0.0.0:6543/

For now, the application only offer the base application from Anuket. You can
already login to the aplication with the default admin credentials:
admin/admin.




Add the hello_world views

Our starter application is ready. We now need to add features by extending the
application. We will add a wonderfull Hello World feature. For this you have
to edit the views.py file inside the anuketexample directory.

	 1
 2
 3
 4
 5
 6
 7
 8
 9
10
11
12
13
14
15
16
17
18
19
20
21
22

	from pyramid.view import view_config


def includeme(config):
    """ Configure the Hello World routes."""
    config.add_route('hello', '/hello')
    config.add_route('hello_admin', '/hello/admin')


@view_config(route_name='hello', renderer='hello.mako')
def hello_world(request):
    """ Render the `Hello world` view."""
    hello = u"Hello World!"
    return dict(hello=hello)


@view_config(route_name='hello_admin', permission='admin',
             renderer='hello.mako')
def hello_admin(request):
    """ Render the `Hello admin` view."""
    hello = u"Hello Admin!"
    return dict(hello=hello)







This will create:


	The include function, witch register the routes of the views when you lauch the application with the config.scan() call.

	The Hello World view available at http://0.0.0.0:6543/hello

	The Hello admin view available at http://0.0.0.0:6543/hello/admin






Add the hello.mako template

Our two views need a template to be rendered:

## -*- coding:utf-8 -*-
##
<%inherit file="anuket:templates/base.mako" />

<h2>${hello}</h2>


## Page title
<%def name="page_title()">
${_(u"Hello")}
</%def>



We use here a Mako template witch inherit from the default templates of Anuket.
The template itsef just display the hello variable witch is returned by the
views.




Connect to the views

Now the application can serve the Anuket views and our two new views:

(tutorial)$ pserve develpment.ini





You can for example connect with your browser to:








	Adress
	View name
	Application




	http://0.0.0.0:6543/
	home
	anuket


	http://0.0.0.0:6543/hello
	hello
	anuket-example


	http://0.0.0.0:6543/login
	login
	anuket


	http://0.0.0.0:6543/hello/admin
	hello_admin
	anuket-example





Note than the hello_admin require an user with admin permission. If you try
to access to it without login first the application will redirect you to the
login view.






Further reading


	Creating your first Pyramid application [http://docs.pylonsproject.org/projects/pyramid/en/latest/narr/firstapp.html]

	Extending an existing Pyramid application [http://pyramid.readthedocs.org/en/1.3-branch/narr/extending.html]
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Console scripts

Anuket provide console scripts:


	initialize_anuket_db

	backup_anuket_db

	upgrade_anuket_db




Initializing the database

initialize_anuket_db is a script used to initialize your SQLAlchemy
database.

$ initialize_anuket_db development.ini





The script will create a database by using the sqlalchemy.url option
from the .ini file, and will fill it with default values.




Backup the database

backup_anuket_db is a script used to backup your database.

$ backup_anuket_db development.ini





The script will create a bziped SQL dump of your database using the
anuket.backup_directory option from the .ini file
(/var/backups by default). The filename will include the date of the backup.




Upgrade the database

upgrade_anuket_db is a script used to upgrade your database in case of
database schema change in future Anuket versions. The database schemas changes
are maitained by using Alembic [http://pypi.python.org/pypi/alembic].

$ upgrade_anuket_db development.ini





The script will check first if there is an up-to-date database backup, and if
it’s the case, it will perform the upgrade of the database by using Alembic.


See also

Database migrations
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Database migrations

During the process of writing an application it’s often necessary to
modify and extend the database structure. To allow this, Anuket integrate
the Alembic [http://pypi.python.org/pypi/alembic] package witch work with SQLAlchemy.

To migrate your database, you can use the upgrade_anuket_db script provided
with Anuket:

$ upgrade_anuket_db development.ini





or the alembic command:

$ alembic -c development.ini -n app:main upgrade head





The only direrence is than the first one will check if you have a database
backup before performing the update.


Warning

SQLite have limitaions with the ALTER statement and so Alembic do
not support well tables and columns alteration of SQLite databases.
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Flash messages

To add flash messages from the views you can use the Pyramid flash messages
mecanisms.

For example:

request.session.flash(u"info message", 'info')
request.session.flash(u"success message", 'success')
request.session.flash(u"warning message", 'warn')
request.session.flash(u"error message", 'error')
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Running tests

To run the tests, you need first to install the test packages
used to build the tests : nose, WebTest

$ pip install nose WebTest





Optionaly you can install the coverage package.

$ pip install coverage





Then run the tests:

$ python setup.py nostetests





Or simply:

$ nostetests
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Licenses


Anuket License

The code in Anuket is supplied under this license:

Copyright (c) 2012, LDPL - Laboratoire Départemental de Préhistoire du Lazaret

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the
“Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be included
in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.




Additional Licenses

Anuket use the Twitter Bootstrap for his templates. Twitter Boostrap is
licencied under the Apache 2 license. See http://twitter.github.com/bootstrap/

Anuket use the Raphaël Icon-Set via @font-face for his templates. The
Raphaël Icon-Set via @font-face is licencied under the MIT license (Expat
license). See http://icons.marekventur.de/
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Changelog


0.5 released 2012-08-15


	Fix documentation and packaging issues






0.5 released 2012-08-14


	Add database migration support with alembic

	Add database console scripts

	Add Beaker sessions

	Add a tutorial in the documentation

	Improve the security of the deletion of users






0.4 released 2012-04-29


	Change the auth_user request property to an AuthUser object

	Extend the tests suite

	Extend the documentation






0.3 released 2012-03-30


	Change package name to Anuket

	Extend the user management tool

	Add cracklib password checker

	Add pyramid_exclog for production environment






0.2 released 2012-03-20


	Add 100% tests coverage

	Add minimalistic documentation






0.1 released 2012-03-12


	Base templates with mako and Twitter Bootstrap

	Basic Auth&Auth mechanism and model with SQLAlchemy
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Todo


0.6


	Decide if we use WTForms instead of pyramid_simpleform

	Improve the SecurePassword validator

	Make cracklib an optional dependency






0.7


	Use form template widgets

	Add a form for users to change their datas

	Add a came_from mecanism

	Add a paster template for child applications






Future


	Add data versioning in the database

	Add a ‘plugin’ mecanism

	Add security and sanity check tools

	Add a logs display tool

	Add database tools in the admin part

	Add an options table for the application

	Add an image manipulation library. Maybe PIL or Wand as a Tween






After version 1.0


	Add Python3 support
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API Documentation

Anuket is an opiniated Python web framework based on Pyramid.


anuket.models – SQLAlchemy models

Models for the Anuket application.


anuket.models.auth – Auth model

SQLAlchemy model definition for authentification.


	
class anuket.models.auth.AuthGroup(**kwargs)[source]

	AuthGroup table and model definition.

Define the database auth_group table for the users groups and a method
to query the table. This table is used used for ACLs principals.


	
classmethod get_by_id(group_id)[source]

	Query the auth_group table by group_id.





	Parameters:	group_id (integer) – the group id


	Returns:	a sqlalchemy.orm.query.Query object














	
class anuket.models.auth.AuthUser(**kwargs)[source]

	AuthUser table and model definition.

Define the database auth_user table for the authenticated users and the
methods for querring the table or check the validity of the password.


	
classmethod get_by_id(user_id=None)[source]

	Query the auth_user table by user_id.





	Parameters:	user_id – the user id


	Returns:	a sqlalchemy.orm.query.Query object










	
classmethod get_by_username(username=None)[source]

	Query the auth_user table by username.





	Parameters:	username (unicode) – the user username


	Returns:	a sqlalchemy.orm.query.Query object










	
classmethod get_by_email(email=None)[source]

	Query the auth_user table by email.





	Parameters:	username (unicode) – the user email


	Returns:	a sqlalchemy.orm.query.Query object










	
classmethod check_password(username, password)[source]

	Check the user password.

Check if the submited password for username is the same than the
encrypted one recorded in the database. Return None if the username
did not exist.





	Parameters:	
	username (unicode) – the user username

	username – the submited password






	Returns:	True if the password is correct. false if incorect




	Return type:	boolean


















anuket.models.migration – Migration model

SQLAlchemy model definition for database migration with Alembic.


	
class anuket.models.migration.Migration[source]

	Migration table and model definition.

Reflect the default version table used by Alembic. This table is used
for tracking database migrations.








anuket.models.rootfactory – RootFactory model

Pyramid root factory model.


	
class anuket.models.rootfactory.RootFactory(request)[source]

	Add ACLs to the default route factory.










anuket.views – Pyramid views

Views callables for the Anuket application.


anuket.views.root – Root views

Main views for the application.


	
anuket.views.root.root_view(request)[source]

	Render the root pages.

Render the home page, the about page and 404 not found page.





	Parameters:	request – a pyramid.request object










	
anuket.views.root.forbiden_view(request)[source]

	Redirect the 403 forbiden view.

Authenticated user with not enought permission are redirected to the home
page. Non-autenthicaded users are redirected to the login page.
A corresponding flash message is also added to the error message queue.





	Parameters:	request – a pyramid.request object










	
anuket.views.root.login_view(request)[source]

	Render the login form.

Display an empty login form or check the submited credentials with the ones
from the database. Add a success flash message, an userid in the cookies
and redirect to the home page if the credentials are goods. Add an error
flash message and display again the login form if the credentials are
wrong.





	Parameters:	request – a pyramid.request object










	
anuket.views.root.logout_view(request)[source]

	Logout authenticated user.

Clear the credentials of the connected user if any. Then, redirect to the
home page and add a info flash message.





	Parameters:	request – a pyramid.request object












anuket.views.tools – Tools views

Admin tools views for the application.


	
anuket.views.tools.tools_index_view(request)[source]

	Render the tools home page.





	Parameters:	request – a pyramid.request object












anuket.views.user – User views

Admin tools for user management.


	
anuket.views.user.user_add_view(request)[source]

	Render the add user form page.

Display an empty user form or validate the user submited form. If the form
is validated then add the user datas to the database and a success flash
message. If the form is not valid, then display again the form with
validation errors. Return also a list of groups to use in the group select
form.





	Parameters:	request – a pyramid.request object










	
anuket.views.user.user_delete_view(request)[source]

	Delete an user.

Seek the database for the user datas based on user_id used in the route. If
the user did not exist then add an error flash message and redirect to the
user list. If the user exist then delete the user in the database, add a
warning flash message and then redirect to the user list.





	Parameters:	request – a pyramid.request object










	
anuket.views.user.user_edit_view(request)[source]

	Render the edit user form page.

Seek the database for the user datas based on user_id used in the route. If
the user did not exist then add an error flash message and redirect to the
user list.
If the user exist then render the user form filled with the user datas. If
the form is validated then change the user datas to the database and add
success flash message. If the form is not valid, then display again the
form with validation errors. Return also a list of groups to use in the
group select form.





	Parameters:	request – a pyramid.request object










	
anuket.views.user.user_list_view(request)[source]

	Render the user list page.

Return a paged user list from the database. The paged list can be
ordered by username, first name or last name. Add an error flash message
if the list is empty. Return also basic users statistics.





	Parameters:	request – a pyramid.request object










	
anuket.views.user.user_show_view(request)[source]

	Render the show user datas page.

Seek the database for the user datas based on user_id used in the route. If
the user did not exist then add an error flash message and redirect to the
user list. If the user exist then return his datas.





	Parameters:	request – a pyramid.request object










	
anuket.views.user.password_edit_view(request)[source]

	Render the change password form page.

Seek the database for the user datas based on user_id used in the route. If
the user did not exist then add an error flash message and redirect to the
user list.
If the user exist then render an empty password form. If the form is
validated then change the user password in the database and add
success flash message. If the form is not valid, then display again the
form with validation errors.





	Parameters:	request – a pyramid.request object














anuket.scripts – Console scripts

Command line scripts for the Anuket application.


anuket.scripts.initializedb – Database initialization

Script to initialize the Anuket database.


	
class anuket.scripts.initializedb.InitializeDBCommand(argv)[source]

	Create the database using the configuration from the .ini file passed
as a positional argument.


	
run()[source]

	Run the initialize_db method or display the parser help message
if the config_uri argument is missing.





	Returns:	initialize_db method or 2 (missing argument error)










	
initialize_db()[source]

	Initialize the database schema and insert default values.





	Returns:	0 (OK) or 1 (abnormal termination error)
















anuket.scripts.backupdb – Database backup

Script to backup the Anuket database.


	
class anuket.scripts.backupdb.BackupDBCommand(argv)[source]

	Dump the database for backup purpose.

Supported database: SQLite.


	
run()[source]

	Run the backup_db method or display the parser help message
if the config_uri argument is missing.





	Returns:	backup_db method or 2 (missing argument error)










	
backup_db()[source]

	Dump the database and then compress and save the file.





	Returns:	0 (OK) or 1 (abnormal termination error)
















anuket.scripts.upgradedb – Database upgrade

Script for upgrading the Anuket database with Alembic.


	
class anuket.scripts.upgradedb.UpgradeDBCommand(argv)[source]

	Upgrade the database using the configuration from the .ini file passed
as a positional argument.


	
run()[source]

	Run the upgrade_db method or display the parser help message
if the config_uri argument is missing.





	Returns:	upgrade_db method or 2 (missing argument error)










	
upgrade_db()[source]

	Upgrade the database to the head revision with Alembic.





	Returns:	0 (OK) or 1 (abnormal termination error)


















anuket.lib – Internal libraries

Internal library for the Anuket application.


anuket.lib.alembic_utils – Alembic utilities

Alembic utilities to use with database scripts.


	
anuket.lib.alembic_utils.get_alembic_settings(config_uri)[source]

	Get alembic settings from the config file.





	Parameters:	config_uri – an .ini config file


	Returns:	an alembic.config.Config object










	
anuket.lib.alembic_utils.get_alembic_revision(config_uri)[source]

	Check the existence of an alembic revision in the database. If the
database is versioned, then return the current revision.





	Parameters:	config_uri – an .ini file


	Returns:	the alembic revision value or None












anuket.lib.i18n – Translation library

Define a message factory and a locale negotiator.


	
anuket.lib.i18n.locale_negotiator(request)[source]

	Return a locale name by looking at the Accept-Language HTTP header.





	Parameters:	request – a pyramid.request object


	Returns:	the language code












anuket.lib.validators – FormEncode Validators

FormEncode validators.


	
class anuket.lib.validators.FirstNameString(*args, **kw)[source]

	
	Expand the validators.String class tu return a capitalised value

	with excessives inner whitespaces removed.



Messages


	badType:

	The input must be a string (not a %(type)s: %(value)r)

	empty:

	Please enter a value

	noneType:

	The input must be a string (not None)

	tooLong:

	Enter a value not more than %(max)i characters long

	tooShort:

	Enter a value %(min)i characters long or more








	
class anuket.lib.validators.LastNameString(*args, **kw)[source]

	
	Expand the validators.String class tu return a value with excessives

	inner whitespaces removed.



Messages


	badType:

	The input must be a string (not a %(type)s: %(value)r)

	empty:

	Please enter a value

	noneType:

	The input must be a string (not None)

	tooLong:

	Enter a value not more than %(max)i characters long

	tooShort:

	Enter a value %(min)i characters long or more








	
class anuket.lib.validators.UsernamePlainText(*args, **kw)[source]

	
	Expand the validators.PlainText class tu return a lowercased value

	with all whitespaces removed.



Messages


	badType:

	The input must be a string (not a %(type)s: %(value)r)

	empty:

	Please enter a value

	invalid:

	Enter only letters, numbers, or _ (underscore)

	noneType:

	The input must be a string (not None)








	
class anuket.lib.validators.UniqueAuthUsername(*args, **kw)[source]

	Unique username validator.

Messages


	badType:

	The input must be a string (not a %(type)s: %(value)r)

	empty:

	Please enter a value

	noneType:

	The input must be a string (not None)

	not_unique_username:

	This username is already used




	
validate_python(values, state)[source]

	Check for the uniqueness of username.










	
class anuket.lib.validators.UniqueAuthEmail(*args, **kw)[source]

	Unique email validator.

Messages


	badType:

	The input must be a string (not a %(type)s: %(value)r)

	empty:

	Please enter a value

	noneType:

	The input must be a string (not None)

	not_unique_email:

	This email is already used




	
validate_python(values, state)[source]

	Check for the uniqueness of email.










	
class anuket.lib.validators.SecurePassword(*args, **kw)[source]

	Secure password validator.

Messages


	badType:

	The input must be a string (not a %(type)s: %(value)r)

	empty:

	Please enter a value

	noneType:

	The input must be a string (not None)

	not_secure:

	This password is not secure

	tooLong:

	Enter a value not more than %(max)i characters long

	tooShort:

	Enter a value %(min)i characters long or more




	
validate_python(value, state)[source]

	Use cracklib to check the strenght of passwords.














Others


anuket.security – Security

Authentification related utilities.


	
anuket.security.groupfinder(user_id, request)[source]

	Groupfinder callback for authentification policy.

Return the groupname (principal) of an authenticated user form the
database. Return None if the user do not exist.





	Parameters:	
	user_id (integer) – the id of the authenticated user

	request – a pyramid.request object






	Returns:	the user groupname or None














anuket.subscribers – Subscribers

Pyramid event subscribers.


	
anuket.subscribers.add_renderer_globals(event)[source]

	Renderers globals event subscriber.

Add globals to the renderer. Add _, localizer and brand_name
globals.





	Parameters:	event – a pyramid.event.BeforeRender object










	
anuket.subscribers.add_localizer(event)[source]

	Localization event subscriber.

Automaticaly translate strings in the templates.





	Parameters:	event – a pyramid.event.NewRequest object










	
anuket.subscribers.add_csrf_validation(event)[source]

	CSRF validation event subscriber.

If the POST forms do not have a CSRF token, or an invalid one then user is
logged out and the forbiden view is called.





	Parameters:	event – a pyramid.event.NewRequest object


	Raises HTTPForbidden:

		if the CSRF token is None or invalid
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  Source code for anuket.scripts.backupdb

# -*- coding: utf-8 -*-
""" Script to backup the Anuket database."""
import argparse
import bz2
import os
import sqlite3
import subprocess
import sys
import tempfile
from datetime import date

from sqlalchemy import engine_from_config
from pyramid.paster import get_appsettings


def main(argv=None):
    """ Main entry point for the `backupdb` script."""
    if argv is None:  # pragma: no cover
        argv = sys.argv
    command = BackupDBCommand(argv)
    return command.run()


[docs]class BackupDBCommand(object):
    """Dump the database for backup purpose.

    Supported database: SQLite.
    """
    description = 'Dump the database'
    usage = '%(prog)s config_uri'
    epilog = 'example: %(prog)s development.ini'

    parser = argparse.ArgumentParser(
        description=description,
        usage=usage,
        epilog=epilog)
    parser.add_argument('config_uri',
        nargs='?',
        help='the application config file')
    parser.add_argument('-o', '--overwrite', action='store_true',
        help='overwrite existing backups files')

    def __init__(self, argv):
        """ Get arguments from the ``argparse`` parser."""
        self.args = self.parser.parse_args(argv[1:])

[docs]    def run(self):
        """ Run the ``backup_db`` method or display the parser help message
        if the `config_uri` argument is missing.

        :return: ``backup_db`` method or 2 (missing argument error)
        """
        if not self.args.config_uri:
            self.parser.print_help()
            return 2
        else:
            return self.backup_db()


[docs]    def backup_db(self):
        """ Dump the database and then compress and save the file.

        :return: 0 (OK) or 1 (abnormal termination error)
        """
        config_uri = self.args.config_uri
        overwrite = self.args.overwrite
        settings = get_appsettings(config_uri)
        name = settings['anuket.brand_name']
        directory = settings['anuket.backup_directory']
        today = date.today().isoformat()
        filename = '{0}-{1}.sql.bz2'.format(name, today)
        path = os.path.join(directory, filename)

        # check if the backup file already exist
        isfile = os.path.isfile(path)
        if isfile and not overwrite:
            print("There is already a database backup with the same name!")
            return 1

        # get db engine from settings and create a dump
        engine = engine_from_config(settings, 'sqlalchemy.')
        connect_args = engine.url.translate_connect_args()
        if engine.dialect.name == 'sqlite':
            sql_dump = self.dump_sqlite(connect_args)
#        elif engine.dialect.name == 'mysql':
#            pass
        elif engine.dialect.name == 'postgresql':
            sql_dump = self.dump_postgresql(connect_args)
        else:  # pragma: no cover
            print("Unsuported database engine! (%s)" % engine.dialect.name)
            return 1

        if sql_dump:
            # verify and/or create the backup directory if necessary
            if not os.path.exists(directory):
                try:
                    os.makedirs(directory, 0775)
                except OSError:  # pragma: no cover
                    print("Could not create the backup directory.")
                    return 1
            # bzip and save the dump
            bz = bz2.BZ2File(path, 'w')
            bz.writelines(sql_dump)
            bz.close()
            sql_dump.close()
            print("Database backup done.")
            return 0


#    def dump_mysql(self, connect_args=None):
#        """ Dump a MySQL database."""



    def dump_postgresql(self, connect_args=None):
        """ Dump a PostgreSQL database with the `pg_dump` command.

        Dump the database in plain text format with ACLs, owner statments and
        COPY command.

        return a temporary file object (opened).
        """
        # ACLS and owners can be droped if necessary by `pg_retore`

        # construct the `pg_dump` command
        command = ['pg_dump']
        command.append('-w')  # no password prompt
        command.extend(['-U', connect_args['username']])
        command.extend(['-h', connect_args['host']])
        if connect_args.has_key('port'):
            command.extend(['-p', str(connect_args['port'])])
        command.append(connect_args['database'])
        # put the password in the environment variables
        os.putenv("PGPASSWORD", connect_args['password'])
        # save the database dump in a temp file
        sql_dump = tempfile.SpooledTemporaryFile()
        sql_dump.write(subprocess.check_output(command))
        sql_dump.seek(0)
        return sql_dump

        # TODO test the generated pg_dump command for windows too


    def dump_sqlite(self, connect_args=None):
        """ Dump a SQLite database.

        return a temporary file object"""
        connection = sqlite3.connect(connect_args['database'])
        sql_dump = tempfile.SpooledTemporaryFile()
        sql_dump.write('\n'.join(connection.iterdump()))
        connection.close()
        sql_dump.seek(0)
        return sql_dump
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  Source code for anuket.scripts.upgradedb

# -*- coding: utf-8 -*-
""" Script for upgrading the Anuket database with Alembic."""
import argparse
import os
import sys
from datetime import date

from alembic.command import upgrade
from pyramid.paster import get_appsettings

from anuket.lib.alembic_utils import get_alembic_settings


def main(argv=None):
    """ Main entry point for the `upgradedb` script."""
    if argv is None:  # pragma: no cover
        argv = sys.argv
    command = UpgradeDBCommand(argv)
    return command.run()


[docs]class UpgradeDBCommand(object):
    """ Upgrade the database using the configuration from the .ini file passed
    as a positional argument.
    """
    description = 'Upgrade the database'
    usage = '%(prog)s config_uri'
    epilog = 'example: %(prog)s development.ini'

    parser = argparse.ArgumentParser(
        description=description,
        usage=usage,
        epilog=epilog)
    parser.add_argument('config_uri',
        nargs='?',
        help='the application config file')
    parser.add_argument('-f', '--force', action='store_true',
        help='force the upgrade even if there is no available database backup')

    def __init__(self, argv):
        """ Get arguments from the ``argparse`` parser."""
        self.args = self.parser.parse_args(argv[1:])

[docs]    def run(self):
        """ Run the ``upgrade_db`` method or display the parser help message
        if the `config_uri` argument is missing.

        :return: ``upgrade_db`` method or 2 (missing argument error)
        """
        if not self.args.config_uri:
            self.parser.print_help()
            return 2
        else:
            return self.upgrade_db()


[docs]    def upgrade_db(self):
        """ Upgrade the database to the head revision with Alembic.

        :return: 0 (OK) or 1 (abnormal termination error)
        """
        config_uri = self.args.config_uri
        force = self.args.force
        settings = get_appsettings(config_uri)
        name = settings['anuket.brand_name']
        directory = settings['anuket.backup_directory']
        today = date.today().isoformat()
        filename = '{0}-{1}.sql.bz2'.format(name, today)
        path = os.path.join(directory, filename)

        # check if there is a database backup
        isfile = os.path.isfile(path)
        if not isfile and not force:
            print("There is no up to date backup for the database. "
                  "Please use the backup script before upgrading!")
            return 1

        # upgrade the database
        alembic_cfg = get_alembic_settings(config_uri)
        upgrade(alembic_cfg, 'head')

        print("Database upgrade done.")
        return 0
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# -*- coding: utf-8 -*-
""" ``Pyramid`` `root factory` model."""
from pyramid.security import Allow, Authenticated, ALL_PERMISSIONS


[docs]class RootFactory(object):
    """ Add ACLs to the default route factory."""
    __acl__ = [
        (Allow, Authenticated, 'view'),
        (Allow, 'group:admins', ALL_PERMISSIONS),
        ]

    def __init__(self, request):
        pass  # pragma: no cover
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# -*- coding: utf-8 -*-
""" Admin tools for user management."""
import logging
from formencode.schema import Schema
from formencode.validators import Email, FieldsMatch, Int, String
from pyramid.httpexceptions import HTTPFound
from pyramid.view import view_config
from pyramid_simpleform import Form
from pyramid_simpleform.renderers import FormRenderer
from webhelpers import paginate

from anuket.lib.validators import (FirstNameString, LastNameString,
    SecurePassword, NotOldPassword, UniqueAuthUsername, UniqueAuthEmail,
    UsernamePlainText)
from anuket.models import DBSession
from anuket.models.auth import AuthUser, AuthGroup


log = logging.getLogger(__name__)


def includeme(config):
    """ Configure the user management pages routes.

    Configure the list, add, show, edit, delete and change password pages
    routes.

    :param config: a ``pyramid.config.Configurator`` object
    """
    config.add_route('tools.user_list', '/tools/user')
    config.add_route('tools.user_add', '/tools/user/add')
    config.add_route('tools.user_show', '/tools/user/{user_id}/show')
    config.add_route('tools.user_edit', '/tools/user/{user_id}/edit')
    config.add_route('tools.user_delete', '/tools/user/{user_id}/delete')
#    config.add_route('tools.user_search', '/tools/user/search')
    config.add_route('tools.password_edit', '/tools/user/{user_id}/password')


def get_grouplist():
    """ Generate a list of groups from the database.

    :return: a list of pair values (`group_id`, `groupname`)
    :rtype: list
    """
    # For use in group select forms.
    groups = DBSession.query(AuthGroup).order_by(AuthGroup.groupname).all()
    grouplist = [(group.group_id, group.groupname) for group in groups]
    return grouplist


def get_user_stats():
    """ Get basic database statistics.

    :return: users and groups counts from the database
    :rtype: dictionary
    """
    usercount = DBSession.query(AuthUser.user_id).count()
    groupcount = DBSession.query(AuthGroup.group_id).count()
    return dict(usercount=usercount, groupcount=groupcount)


@view_config(route_name='tools.user_list', permission='admin',
             renderer='/tools/user/user_list.mako')
[docs]def user_list_view(request):
    """ Render the user list page.

    Return a paged user list from the database. The paged list can be
    ordered by username, first name or last name. Add an error flash message
    if the list is empty. Return also basic users statistics.

    :param request: a ``pyramid.request`` object
    """
    _ = request.translate
    stats = get_user_stats()
    sortable_columns = ['username', 'first_name', 'last_name']
    column = request.params.get('sort')
    search = request.params.get('search')
    # construct the query
    users = DBSession.query(AuthUser)
    if column and column in sortable_columns:
        users = users.order_by(column)
    else:
        users = users.order_by(AuthUser.username)
    if search:
        users = users.filter(AuthUser.username.like('%' + search + '%'))
    # add a flash message for empty results
    if users.count() == 0:
        request.session.flash(_(u"There is no results!"), 'error')
    # paginate results
    page_url = paginate.PageURL_WebOb(request)
    users = paginate.Page(users,
                          page=int(request.params.get("page", 1)),
                          items_per_page=20,
                          url=page_url)
    return dict(users=users, stats=stats)



@view_config(route_name='tools.user_add', permission='admin',
             renderer='/tools/user/user_add.mako')
[docs]def user_add_view(request):
    """ Render the add user form page.

    Display an empty user form or validate the user submited form. If the form
    is validated then add the user datas to the database and a success flash
    message. If the form is not valid, then display again the form with
    validation errors. Return also a list of groups to use in the group select
    form.

    :param request: a ``pyramid.request`` object
    """
    _ = request.translate
    grouplist = get_grouplist()
    form = Form(request, schema=UserForm)
    if 'form_submitted' in request.params and form.validate():
        user = form.bind(AuthUser())
        DBSession.add(user)
        request.session.flash(_(u"User added."), 'success')
        return HTTPFound(location=request.route_path('tools.user_list'))
    return dict(renderer=FormRenderer(form),
                grouplist=grouplist)



@view_config(route_name='tools.user_show', permission='admin',
             renderer='/tools/user/user_show.mako')
[docs]def user_show_view(request):
    """ Render the show user datas page.

    Seek the database for the user datas based on user_id used in the route. If
    the user did not exist then add an error flash message and redirect to the
    user list. If the user exist then return his datas.

    :param request: a ``pyramid.request`` object
    """
    _ = request.translate
    user_id = request.matchdict['user_id']
    user = AuthUser.get_by_id(user_id)
    if not user:
        request.session.flash(_(u"This user did not exist!"), 'error')
        return HTTPFound(location=request.route_path('tools.user_list'))
    return dict(user=user)



@view_config(route_name='tools.user_edit', permission='admin',
             renderer='/tools/user/user_edit.mako')
[docs]def user_edit_view(request):
    """ Render the edit user form page.

    Seek the database for the user datas based on user_id used in the route. If
    the user did not exist then add an error flash message and redirect to the
    user list.
    If the user exist then render the user form filled with the user datas. If
    the form is validated then change the user datas to the database and add
    success flash message. If the form is not valid, then display again the
    form with validation errors. Return also a list of groups to use in the
    group select form.

    :param request: a ``pyramid.request`` object
    """
    _ = request.translate
    user_id = request.matchdict['user_id']
    user = AuthUser.get_by_id(user_id)
    if not user:
        request.session.flash(_(u"This user did not exist!"), 'error')
        return HTTPFound(location=request.route_path('tools.user_list'))
    grouplist = get_grouplist()
    form = Form(request, schema=UserEditForm, obj=user)
    if 'form_submitted' in request.params and form.validate():
        form.bind(user)
        DBSession.add(user)
        request.session.flash(_(u"User updated."), 'success')
        return HTTPFound(location=request.route_path('tools.user_list'))
    return dict(renderer=FormRenderer(form),
                grouplist=grouplist)



@view_config(route_name='tools.user_delete', permission='admin')
[docs]def user_delete_view(request):
    """ Delete an user.

    Seek the database for the user datas based on user_id used in the route. If
    the user did not exist then add an error flash message and redirect to the
    user list. If the user exist then delete the user in the database, add a
    warning flash message and then redirect to the user list.

    :param request: a ``pyramid.request`` object
    """
    # The confirm delete must be managed by modal messages in the templates,
    # and we forbid direct deletion from the address bar (no referer)
    _ = request.translate
    if not request.referer:
        request.session.flash(_(u"Insufficient permissions!"),
                              'error')
        return HTTPFound(location=request.route_path('home'))

    user_id = request.matchdict['user_id']
    user = AuthUser.get_by_id(user_id)
    if not user:
        request.session.flash(_(u"This user did not exist!"), 'error')
        return HTTPFound(location=request.route_path('tools.user_list'))

    #forbid the deletion if it's the only admin user
    if user.group.groupname == u'admins':
        adminscount = DBSession.query(AuthUser.user_id).join(AuthGroup).\
                                filter(AuthGroup.groupname == u'admins').\
                                count()
        if adminscount == 1:
            request.session.flash(_(u"Deletion of the only admin forbidden!"),
                                  'error')
            return HTTPFound(location=request.route_path('tools.user_list'))

    DBSession.delete(user)
    request.session.flash(_(u"User deleted."), 'warn')
    return HTTPFound(location=request.route_path('tools.user_list'))



@view_config(route_name='tools.password_edit', permission='admin',
             renderer='/tools/user/password_edit.mako')
[docs]def password_edit_view(request):
    """ Render the change password form page.

    Seek the database for the user datas based on user_id used in the route. If
    the user did not exist then add an error flash message and redirect to the
    user list.
    If the user exist then render an empty password form. If the form is
    validated then change the user password in the database and add
    success flash message. If the form is not valid, then display again the
    form with validation errors.

    :param request: a ``pyramid.request`` object
    """
    _ = request.translate
    user_id = request.matchdict['user_id']
    user = AuthUser.get_by_id(user_id)
    if not user:
        request.session.flash(_(u"This user did not exist!"), 'error')
        return HTTPFound(location=request.route_path('tools.user_list'))
    form = Form(request, schema=UserPasswordForm, obj=user)
    if 'form_submitted' in request.params and form.validate():
        form.bind(user)
        DBSession.add(user)
        request.session.flash(_(u"Password updated."), 'success')
        return HTTPFound(location=request.route_path('tools.user_list'))
    return dict(renderer=FormRenderer(form))


#@view_config(route_name='tools.user_search', permission='admin',
#              renderer='/tools/user/user_search.mako')
#def user_search_view(request):
#    grouplist = get_grouplist()
#    form = Form(request, schema=UserForm)
#    return dict(renderer=FormRenderer(form),
#                grouplist=grouplist)


# FormEncode schemas

class UserForm(Schema):
    """ Form validation schema for users."""
    filter_extra_fields = True
    allow_extra_fields = True

    username = UsernamePlainText(min=5, max=16, strip=True)
    first_name = FirstNameString(not_empty=True, strip=True)
    last_name = LastNameString(not_empty=True, strip=True)
    email = Email()
    password = SecurePassword(min=6, max=80, strip=True)
    password_confirm = String(strip=True)
    group_id = Int(not_empty=True)

    chained_validators = [
        FieldsMatch('password', 'password_confirm'),
        UniqueAuthUsername(),
        UniqueAuthEmail(),
    ]


class UserEditForm(UserForm):
    """ Form validation schema for user edit."""
    user_id = Int()  # used in forms hidden field
    password = None
    password_confirm = None


class UserPasswordForm(UserForm):
    """ Form validation schema for user password change."""
    user_id = Int()  # used in forms hidden field
    username = None
    first_name = None
    last_name = None
    email = None
    group_id = None

    chained_validators = [
        FieldsMatch('password', 'password_confirm'),
        NotOldPassword()
    ]
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  Source code for anuket.lib.validators

# -*- coding: utf-8 -*-
""" FormEncode validators."""
import logging
from formencode import Invalid
from formencode import validators

from anuket.lib.i18n import MessageFactory as _
from anuket.models.auth import AuthUser


log = logging.getLogger(__name__)


[docs]class FirstNameString(validators.String):
    """ Expand the validators.String class tu return a capitalised value
    with excessives inner whitespaces removed.
    """
    def _to_python(self, value, state):
        value = " ".join(value.split())
        return value.capitalize()



[docs]class LastNameString(validators.String):
    """ Expand the validators.String class tu return a value with excessives
    inner whitespaces removed.
    """
    # No capitalization here because is better to let the user to take care
    # of language exceptions like 'de Conty', 'de La Fontaine', 'Van de Walle'
    def _to_python(self, value, state):
        return " ".join(value.split())



[docs]class UsernamePlainText(validators.PlainText):
    """ Expand the validators.PlainText class tu return a lowercased value
    with all whitespaces removed.
    """
    def _to_python(self, value, state):
        return value.lower().replace(" ", "")



[docs]class UniqueAuthUsername(validators.FancyValidator):
    """ Unique username validator."""

    messages = {
        'not_unique_username': _(u"This username is already used")
    }

[docs]    def validate_python(self, values, state):
        """ Check for the uniqueness of `username`."""
        if 'username' in values:
            username = values['username']
            user = AuthUser.get_by_username(username)
        else:
            user = None  # no check for empty value
        # user_id is used to not raise an error when editing the user
        # the user_id must be available as hidden field in the edit form
        if 'user_id' in values:
            user_id = values['user_id']
        else:
            user_id = None
        if user and (user.user_id != user_id):
            errors = {'username': self.message('not_unique_username', state)}
            raise Invalid(self.message('not_unique_username', state),
                                       values, state, error_dict=errors)




[docs]class UniqueAuthEmail(validators.FancyValidator):
    """ Unique email validator."""

    messages = {
        'not_unique_email': _(u"This email is already used")
    }

[docs]    def validate_python(self, values, state):
        """ Check for the uniqueness of `email`."""
        if 'email' in values:
            email = values['email']
            user = AuthUser.get_by_email(email)
        else:
            user = None  # no check for None emails or empty value
        # user_id is used to not raise an error when editing the user
        # the user_id must be available as hidden field in the edit form
        if 'user_id' in values:
            user_id = values['user_id']
        else:
            user_id = None
        if user and (user.user_id != user_id):
            errors = {'email': self.message('not_unique_email', state)}
            raise Invalid(self.message('not_unique_email', state),
                                       values, state, error_dict=errors)



class NotOldPassword(validators.FancyValidator):
    """ Forbiden old password validator"""

    messages = {
        'old_password': _(u"Do not reuse your old password!")
    }

    def validate_python(self, values, state):
        """ Check tna the new password is not the same than the old one."""
        if 'password' in values:
            password = values['password']
        if 'user_id' in values:
            user_id = values['user_id']
            user = AuthUser.get_by_id(user_id)
        if user.check_password(user.username, password):
            errors = {'password': self.message('old_password', state)}
            raise Invalid(self.message('old_password', state),
                                       values, state, error_dict=errors)



[docs]class SecurePassword(validators.String):
    """ Secure password validator."""

    messages = {
        'not_secure': _(u"This password is not secure")
    }

[docs]    def validate_python(self, value, state):
        """ Use cracklib to check the strenght of passwords."""

        # try to import VeryFascistCheck from cracklib
        try:
            from cracklib import VeryFascistCheck
        except ImportError:
            log.warning('Cracklib module is missing!')
            return value

        # do the Very Fascist Check validation
        try:
            VeryFascistCheck(value)
        except ValueError:
            raise Invalid(self.message('not_secure', state), value, state)
        return value
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  Source code for anuket.scripts.initializedb

# -*- coding: utf-8 -*-
""" Script to initialize the Anuket database."""
import argparse
import sys
import transaction

from alembic.command import stamp
from alembic.util import CommandError as AlembicCommandError
from sqlalchemy import engine_from_config
from sqlalchemy.exc import IntegrityError as SqlAlchemyIntegrityError
from pyramid.paster import get_appsettings

from anuket.lib.alembic_utils import get_alembic_revision
from anuket.lib.alembic_utils import get_alembic_settings
from anuket.models import DBSession, Base
from anuket.models.auth import AuthUser, AuthGroup


def main(argv=None):
    """ Main entry point for the `initilizedb` script."""
    if argv is None:  # pragma: no cover
        argv = sys.argv
    command = InitializeDBCommand(argv)
    return command.run()


[docs]class InitializeDBCommand(object):
    """ Create the database using the configuration from the .ini file passed
    as a positional argument.
    """
    description = 'Initialize the database'
    usage = '%(prog)s config_uri'
    epilog = 'example: %(prog)s development.ini'

    parser = argparse.ArgumentParser(
        description=description,
        usage=usage,
        epilog=epilog)
    parser.add_argument('config_uri',
        nargs='?',
        help='the application config file')

    def __init__(self, argv):
        """ Get arguments from the ``argparse`` parser."""
        self.args = self.parser.parse_args(argv[1:])

[docs]    def run(self):
        """ Run the ``initialize_db`` method or display the parser help message
        if the `config_uri` argument is missing.

        :return: ``initialize_db`` method or 2 (missing argument error)
        """
        if not self.args.config_uri:
            self.parser.print_help()
            return 2
        else:
            return self.initialize_db()


[docs]    def initialize_db(self):
        """ Initialize the database schema and insert default values.

        :return: 0 (OK) or 1 (abnormal termination error)
        """
        config_uri = self.args.config_uri
        settings = get_appsettings(config_uri)
        engine = engine_from_config(settings, 'sqlalchemy.')
        DBSession.configure(bind=engine)

        # check if there is already a versioned database
        revision = get_alembic_revision(config_uri)
        if revision:
            print("This database is versioned. "
                  "Use the upgrade script instead!")
            return 1

        # create the tables (except alembic_version)
        Base.metadata.create_all(engine)

        # add default user & group values
        with transaction.manager:
            admins_group = AuthGroup()
            admins_group.groupname = u'admins'
            admin_user = AuthUser()
            admin_user.username = u'admin'
            admin_user.password = u'admin'
            admin_user.group = admins_group
            try:
                DBSession.add(admins_group)
                DBSession.add(admin_user)
                DBSession.flush()
            except SqlAlchemyIntegrityError:
                DBSession.rollback()
                print("There is already a database. "
                      "Use the upgrade script instead!")
                return 1

        # stamp the database with the most recent revision
        # (and create alembic_version table)
        try:
            alembic_cfg = get_alembic_settings(config_uri)
            stamp(alembic_cfg, 'head')
        except (AttributeError, ImportError):  # pragma: no cover
            print("Warning: Alembic is missing or not configured.")
        except AlembicCommandError:  # pragma: no cover
            print("Warning: Alembic script_location option is missing.")

        print("Database initialization done.")
        return 0
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  Source code for anuket.models.migration

# -*- coding: utf-8 -*-
""" ``SQLAlchemy`` model definition for database migration with ``Alembic``."""
from sqlalchemy import Table, MetaData, Column, String
from sqlalchemy.orm import mapper


version_num = Column('version_num', String(32), nullable=False)
version_table = Table('alembic_version', MetaData(), version_num)


[docs]class Migration(object):
    """ Migration table and model definition.

    Reflect the default version table used by Alembic. This table is used
    for tracking database migrations.
    """
    pass


# the primary_key is defined only at mapper level to avoid
# modifing the original alembic version_table

mapper(Migration, version_table, primary_key=version_num)
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  Source code for anuket.subscribers

# -*- coding: utf-8 -*-
""" Pyramid event subscribers."""
import logging
from pyramid.events import BeforeRender, NewRequest
from pyramid.httpexceptions import HTTPForbidden
from pyramid import i18n
from pyramid.security import forget
from formencode import api as formencode_api

from anuket.lib.i18n import MessageFactory
from anuket.resources import anuket_resources


log = logging.getLogger(__name__)


def includeme(config):
    """ Configure the event subscribers.

    :param config: a ``pyramid.config.Configurator`` object
    """
    config.add_subscriber(add_renderer_globals, BeforeRender)
    config.add_subscriber(add_localizer, NewRequest)
    config.add_subscriber(add_csrf_validation, NewRequest)
    config.add_subscriber(add_resources, NewRequest)


[docs]def add_renderer_globals(event):
    """ Renderers globals event subscriber.

    Add globals to the renderer. Add `_`, `localizer` and `brand_name`
    globals.

    :param event: a ``pyramid.event.BeforeRender`` object
    """
    request = event.get('request')
    # add globals for i18n
    event['_'] = request.translate
    event['localizer'] = request.localizer
    # add application globals from the config file
    settings = request.registry.settings
    event['brand_name'] = settings['anuket.brand_name']



[docs]def add_localizer(event):
    """ Localization event subscriber.

    Automaticaly translate strings in the templates.

    :param event: a ``pyramid.event.NewRequest`` object
    """
    def auto_translate(string):
        """ Use the message factory to translate strings."""
        return localizer.translate(MessageFactory(string))

    def gettext_translate(string):
        """ Translate untranslated strings with FormEncode."""
        # Try default translation first
        translation = localizer.old_translate(i18n.TranslationString(string))
        if translation == string:
            # translation failed then use FormEncode
            translation = formencode_api._stdtrans(string)
        return translation

    request = event.request
    localizer = i18n.get_localizer(request)
    request.localizer = localizer
    request.translate = auto_translate

    if not hasattr(localizer, "old_translate"):
        localizer.old_translate = localizer.translate
    locale_name = i18n.get_locale_name(request)
    formencode_api.set_stdtranslation(languages=[locale_name])
    localizer.translate = gettext_translate



[docs]def add_csrf_validation(event):
    """ CSRF validation event subscriber.

    If the POST forms do not have a CSRF token, or an invalid one then user is
    logged out and the forbiden view is called.

    :param event: a ``pyramid.event.NewRequest`` object
    :raise HTTPForbidden: if the CSRF token is None or invalid
    """
    if event.request.method == 'POST':
        token = event.request.POST.get('_csrf')
        if token is None or token != event.request.session.get_csrf_token():
            headers = forget(event.request) # force a log out
            raise HTTPForbidden('CSRF token is missing or invalid',
                                headers=headers)



def add_resources(event):
    """ resources event subscriber.

    Add css and javascript resources to the templates with ``fanstatic``.

    :param event: a ``pyramid.event.NewRequest`` object
    """
    anuket_resources.need()
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  Source code for anuket.lib.alembic_utils

# -*- coding: utf-8 -*-
""" Alembic utilities to use with database scripts."""
from pyramid.paster import get_appsettings
from sqlalchemy.exc import OperationalError, ProgrammingError
from alembic.config import Config

from anuket.models import DBSession
from anuket.models.migration import Migration


[docs]def get_alembic_settings(config_uri):
    """ Get alembic settings from the config file.

    :param config_uri: an .ini config file
    :return: an ``alembic.config.Config`` object
    """
    # get setting from the pyramid config file
    settings = get_appsettings(config_uri)
    # set alembic settings
    alembic_cfg = Config(config_uri)
    alembic_cfg.set_section_option(
        'alembic',
        'sqlalchemy.url',
        settings['sqlalchemy.url'])
    return alembic_cfg



[docs]def get_alembic_revision(config_uri):
    """ Check the existence of an alembic revision in the database. If the
    database is versioned, then return the current revision.

    :param config_uri: an .ini file
    :return: the alembic revision value or None
    """
    try:
        revision = DBSession.query(Migration.version_num).first()
    except (OperationalError, ProgrammingError):
        revision = None
    return revision
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  Source code for anuket.models.auth

# -*- coding: utf-8 -*-
""" ``SQLAlchemy`` model definition for authentification."""
from datetime import datetime
from cryptacular.bcrypt import BCRYPTPasswordManager
from sqlalchemy import Column, ForeignKey, DateTime, Integer, Unicode
from sqlalchemy.ext.hybrid import hybrid_property
from sqlalchemy.orm import relationship

from anuket.models import Base, DBSession


[docs]class AuthUser(Base):
    """ AuthUser table and model definition.

    Define the database `auth_user` table for the authenticated users and the
    methods for querring the table or check the validity of the password.
    """
    __tablename__ = 'auth_user'

    user_id = Column(Integer, autoincrement=True, primary_key=True)
    username = Column(Unicode(16), unique=True, nullable=False, index=True)
    first_name = Column(Unicode(255))
    last_name = Column(Unicode(255))
    email = Column(Unicode(255), unique=True, index=True)
    created = Column(DateTime, default=datetime.utcnow)
    _password = Column('password', Unicode(80))
    #many-to-one
    group_id = Column(Integer, ForeignKey('auth_group.group_id'))
    group = relationship('AuthGroup')

    def __repr__(self):  # pragma: no cover
        return '<AuthUser: %s>' % self.username

    @classmethod
[docs]    def get_by_id(cls, user_id=None):
        """ Query the `auth_user` table by `user_id`.

        :param user_id: the user id
        :type username: integer
        :return: a ``sqlalchemy.orm.query.Query`` object
        """
        if user_id:
            return DBSession.query(cls).get(user_id)


    @classmethod
[docs]    def get_by_username(cls, username=None):
        """ Query the `auth_user` table by username.

        :param username: the user username
        :type username: unicode
        :return: a ``sqlalchemy.orm.query.Query`` object
        """
        if username:
            return DBSession.query(cls).filter(
                       cls.username == username).first()


    @classmethod
[docs]    def get_by_email(cls, email=None):
        """ Query the auth_user table by email.

        :param username: the user email
        :type username: unicode
        :return: a ``sqlalchemy.orm.query.Query`` object
        """
        if email:
            return DBSession.query(cls).filter(cls.email == email).first()


    @classmethod
[docs]    def check_password(cls, username, password):
        """ Check the user password.

        Check if the submited password for username is the same than the
        encrypted one recorded in the database. Return None if the username
        did not exist.

        :param username: the user username
        :type username: unicode
        :param username: the submited password
        :type username: unicode
        :return: True if the password is correct. false if incorect
        :rtype: boolean
        """
        bcrypt = BCRYPTPasswordManager()
        user = cls.get_by_username(username)
        if user:
            return bcrypt.check(user.password, password)


    @hybrid_property
    def password(self):
        """ Return the account's (crypted) password."""
        return self._password

    @password.setter
    def _set_password(self, raw_password):
        """ Encrypt the password.

        Encrypt `raw_password` with bcrypt and set it as the account
        password.

        :param raw_password: the unencrypted user password
        :type username: unicode
        :return: the bcrypt encrypted password
        :rtype: unicode
        """
        bcrypt = BCRYPTPasswordManager()
        self._password = unicode(bcrypt.encode(raw_password, rounds=12))



[docs]class AuthGroup(Base):
    """ AuthGroup table and model definition.

    Define the database `auth_group` table for the users groups and a method
    to query the table. This table is used used for ACLs principals.
    """
    __tablename__ = 'auth_group'

    group_id = Column(Integer, autoincrement=True, primary_key=True)
    groupname = Column(Unicode(16), unique=True, nullable=False, index=True)

    def __repr__(self):  # pragma: no cover
        return '<AuthGroup: %s>' % self.groupname

    @classmethod
[docs]    def get_by_id(cls, group_id):
        """ Query the `auth_group` table by `group_id`.

        :param group_id: the group id
        :type group_id: integer
        :return: a ``sqlalchemy.orm.query.Query`` object
        """
        return DBSession.query(cls).get(group_id)
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  Source code for anuket.views.tools

# -*- coding: utf-8 -*-
""" Admin tools views for the application."""
import logging
from pyramid.view import view_config


log = logging.getLogger(__name__)


def includeme(config):
    """ Configure the tools home page route.

    :param config: a ``pyramid.config.Configurator`` object
    """
    config.add_route('tools.index', '/tools')


@view_config(route_name='tools.index', permission='admin',
             renderer='/tools/index.mako')
[docs]def tools_index_view(request):
    """ Render the tools home page.

    :param request: a ``pyramid.request`` object
    """
    return dict()
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  Source code for anuket.views.root

# -*- coding: utf-8 -*-
""" Main views for the application."""
import logging
from formencode.schema import Schema
from pyramid.httpexceptions import HTTPFound
from pyramid.security import forget, remember
from pyramid.view import view_config, forbidden_view_config
from pyramid.view import notfound_view_config
from pyramid_simpleform import Form
from pyramid_simpleform.renderers import FormRenderer
from sqlalchemy.exc import OperationalError as SqlAlchemyOperationalError

from anuket.models.auth import AuthUser


log = logging.getLogger(__name__)


def includeme(config):
    """ Configure the root pages routes.

    Configure the home, about, login and logout pages routes.

    :param config: a ``pyramid.config.Configurator`` object
    """
    config.add_route('home', '/')
    config.add_route('about', '/about')
    config.add_route('login', '/login')
    config.add_route('logout', '/logout')


@notfound_view_config(renderer='404.mako')
@view_config(route_name='about', renderer='about.mako')
@view_config(route_name='home', renderer='index.mako')
[docs]def root_view(request):
    """ Render the root pages.

    Render the home page, the about page and 404 not found page.

    :param request: a ``pyramid.request`` object
    """
    _ = request.translate
    #check the default admin password if any admin is connected
    from pyramid.security import has_permission
    if has_permission('admin', request.context, request):
        if AuthUser.check_password(username=u'admin', password=u'admin'):
            request.session.flash(_("Change the default password!"),
                                  'error')
    return dict()



@forbidden_view_config()
[docs]def forbiden_view(request):
    """ Redirect the 403 forbiden view.

    Authenticated user with not enought permission are redirected to the home
    page. Non-autenthicaded users are redirected to the login page.
    A corresponding flash message is also added to the error message queue.

    :param request: a ``pyramid.request`` object
    """
    _ = request.translate
    if request.auth_user:
        request.session.flash(_(u"Insufficient permissions!"),
                              'error')
        return HTTPFound(location=request.route_path('home'))
    else:
        request.session.flash(_(u"You are not connected."),
                              'error')
        return HTTPFound(location=request.route_path('login'))



@view_config(context=SqlAlchemyOperationalError, renderer='500.mako')
def failed_sqlalchemy_view(exception , request):
    """ Catch SqlAlchemy OperationalError exception to display an informational
    flash error message along with a 500 error code."""
    _ = request.translate
    if 'could not connect to server' in exception.message:
        request.session.flash(_(u"The database server is not responding!"),
                              'error')
    else:
        request.session.flash(_(u"A database error have occured!"), 'error')
    log.error(exception.message)
    request.response.status = 500
    return dict()


@view_config(route_name='login', renderer='login.mako')
[docs]def login_view(request):
    """ Render the login form.

    Display an empty login form or check the submited credentials with the ones
    from the database. Add a success flash message, an userid in the cookies
    and redirect to the home page if the credentials are goods. Add an error
    flash message and display again the login form if the credentials are
    wrong.

    :param request: a ``pyramid.request`` object
    """
    _ = request.translate
    form = Form(request, schema=LoginForm)
    if 'form_submitted' in request.params and form.validate():
        username = request.params['username']
        password = request.params['password']
        if AuthUser.check_password(username, password):
            auth_user = AuthUser.get_by_username(username)
            headers = remember(request, auth_user.user_id)
            request.session.flash(_(u"Successful login."),
                                  'success')
            return HTTPFound(location=request.route_path('home'),
                             headers=headers)
        else:
            request.session.flash(_(u"Check your login credentials!"),
                                  'error')
    return dict(renderer=FormRenderer(form))



@view_config(route_name='logout')
[docs]def logout_view(request):
    """ Logout authenticated user.

    Clear the credentials of the connected user if any. Then, redirect to the
    home page and add a info flash message.

    :param request: a ``pyramid.request`` object
    """
    _ = request.translate
    headers = forget(request)
    request.session.flash(_(u"You have been disconnected."), 'info')
    return HTTPFound(location=request.route_path('home'), headers=headers)


# Formencode schema

class LoginForm(Schema):
    """ Form validation schema for login."""
    filter_extra_fields = True
    allow_extra_fields = True
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  Source code for anuket.security

# -*- coding: utf-8 -*-
""" Authentification related utilities."""
from pyramid.security import unauthenticated_userid

from anuket.models.auth import AuthUser


[docs]def groupfinder(user_id, request):
    """ Groupfinder callback for authentification policy.

    Return the groupname (principal) of an authenticated user form the
    database. Return None if the user do not exist.

    :param user_id: the id of the authenticated user
    :type user_id: integer
    :param request: a ``pyramid.request`` object
    :return: the user groupname or None
    """
    auth_user = AuthUser.get_by_id(user_id)
    if auth_user:
        auth_group = auth_user.group.groupname
        return [('group:%s' % auth_group)]



def get_auth_user(request):
    """ Get the authenticated user id from the request and return an `AuthUser`
    object.

    :param request: a ``pyramid.request`` object
    """
    user_id = unauthenticated_userid(request)
    if user_id:
        return AuthUser.get_by_id(user_id)
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  Source code for anuket.lib.i18n

# -*- coding: utf-8 -*-
""" Define a message factory and a locale negotiator."""
from pyramid.i18n import TranslationStringFactory


MessageFactory = TranslationStringFactory('anuket')


[docs]def locale_negotiator(request):
    """ Return a locale name by looking at the ``Accept-Language`` HTTP header.

    :param request: a ``pyramid.request`` object
    :return: the language code
    """
    settings = request.registry.settings
    available_languages = settings['pyramid.available_languages'].split()
    return request.accept_language.best_match(available_languages)
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